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1
Decision/action requested

It proposes a new solution for mitigation of large SUCI attack in TR 33.846.
2
References

[1]
3GPP TS 33.846
3
Rationale

The allowed max size of SUCI is predefined in specification. This solution engages a negotiation mechanism that home network can provide SUCI configuration information to the visited network. The SUCI configuration includes allowed scheme id and corresponding SUCI length.
With the assistance of the SUCI configuration, the visited network can filter out the SUCI exceeding the limitation, which helps to mitigate the large SUCI attack.
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4
Detailed proposal

***
BEGIN CHANGES
***

6.3.Y
Solution #3.Y: Mitigation of large SUCI attack
6.3.Y.1
Introduction

This key issue addresses the key issue #3.X: AUSF and UDM interface congestion.

In order to mitigate large SUCI attack, the serving network needs to know the exact max size of SUCI a home network is needed, so the serving network can reject forwarding the illegal SUCI to the home network. The following figure shows the principle of the solution:
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Figure 6.3.Y.1-1: Principle of mitigating large SUCI attack
6.3.Y.2
Solution details

The solution for mitigating large SUCI attack is as following:

-
The SEPP of an operator network requests SUCI configuration, which includes a list of <scheme id, max size> tuple, from the peer SEPP of the partner operator network, the max size in the tuple is the max SUCI size generated using the corresponding scheme identified by the scheme id.

-
The AMF of an operator network is provisioned, e.g. by OAM platform, with SUCI configuration of the operator network, which includes a list of <scheme id, max size> tuple. The AMF can also be provisioned with the SUCI configurations acquired by the SEPP of the operator network.

-
When the AMF/SEPP receives a message with a SUCI destined to an operator network

>
If the scheme id included in the SUCI is not in the SUCI configuration of the operator network, the AMF/SEPP rejects to forward the message;

>
If the SUCI size exceeds the max size in the SUCI configuration of the operator network that corresponds to the scheme id included in the SUCI, the AMF/SEPP rejects to forward the message;

>
Otherwise, the AMF/SEPP forwards the message.

6.3.Y.3
Evaluation

Impact on AMF:

-
Provisioned with SUCI configurations.
-
Determine whether to forward a SUCI based on the SUCI configurations.

Impact on SEPP:

-
Request SUCI configurations from peer SEPPs, and return SUCI configuration according to the request of the peer SEPPs.

-
Determine whether to forward a SUCI based on the SUCI configurations.

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

***
END OF CHANGES
***
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